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Shavlik Security Suite

With Shavlik Security Suite, you're ready for any security and
compliance event, now and in the future. Simple as that.

Security

Shavlik Security Suite delivers Rapid Readiness so you can rapidly accelerate and continuously
improve security and compliance readiness by simplifying IT security operations. In a matter

of hours, not days or weeks, you'll be ready to identify and reliably close system security and
compliance gaps with automated solutions that grow to address an enterprises’ changing needs.

With Shavlik Security Suite you’ll BE READY...
» To find and eliminate gaps in your security

> To identify unauthorized applications running on your
network

» To secure and patch all approved software to policies
and regulations

» For your next audit event — in hours, not days
> To simplify virtualization security
Shavlik Secu rity Suite » To continuously improve your security scorecard
» To answer, “How Secure Am 1?” — with confidence
» To improve your security state AND prove compliance
to auditors

Defend
The Shavlik Security Suite:

Protect SHAVLIK Salzle > Provides a data-rich environment to help make
SECURITY real-time decisions on how best to direct security
SUITE resources to improve enterprise-wide security levels.

» Performs trending analysis so you can measure
and document improvements with meaningful and
repeatable metrics.

Analyze

> Provides simplified and automated processes for
patching all virtual machines, even those that are
offline. This ensures that offline virtual images can be

in a constant state of readiness to be deployed.

> Simplifies and automates security and compliance
operations to improve speed, accuracy, and
productivity, lower costs, support higher scale, and
enable management of increasingly complex network
environments. Makes the latest real-time security
status easily accessible.

» Establishes your configuration baseline and then
proactively enforces that policy by continuously
identifying and fixing gaps in systems that deviate in
your security and configuration controls.

Simply Secure.



Simply Secure.

Continuously improve security and compliance readiness.

90% of Internet attacks exploit unpatched or mis-configured systems.

» Application Control — A key to gaining control over
your system security is to first understand what's installed
on every machine. Shavlik’s solutions identify potentially
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harmful applications and automatically remove those that

violate corporate policy.

» Patch Management - Shavlik's Any Patch, Anywhere

technology allows customers to patch virtually any Z 5

Windows application on their network. Shavlik’s solutions

:
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automate detection and remediation of critical security

speed, accuracy and productivity of IT operations.
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patches resulting in an enterprise that is ready to improve

» Virtualization Security - Shavlik Technologies provides

the same secure operating base and patch management
for virtual machines as we do for their physical
counterparts. Shavlik Technologies has developed a Quickly Analyze Security and Compliance Trend Data
way to patch all virtual machines, even those that are
offline. This ensures that offline virtual images can be in
a constant state of readiness to be deployed. IT staff can
quickly verify and report that 100% of the organization’s
vulnerable machines — physical, virtual, and offline - have What is Shavlik Rapid Readiness?

. ific critical h .
received a specific critical patch and are protected > READY REACH - Direct better intelligence

» Security Configuration Management - Shavlik provides to support fact-based decision making.

an automated way to scan for, compare, and enforce > READY REMEDIATION - Drive a higher

security configuration settings on your network. This . . .
state of security and compliance readiness.

provides a comprehensive method for detecting systems
» READY RESULTS - Drive long term,

continuous improvement of enterprise

that have drifted out of compliance with corporate

policy, and then quickly remediate or enforce the existing

policies, returning the affected systems to the “desired security and compliance operations and

state.” results.
» READY REPORTING - Demonstrate security

and compliance through continuous security

» Risk and Compliance Management - Shavlik's solutions
simplify and automate the management of critical system
and security configuration settings on your network - while and configuration assessments.

mapping those settings back to stated security policies

and regulatory requirements. The Shavlik solution provides

visibility of your latest real-time security status, and

automatically finds and fixes gaps in your system security.
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